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we all know the pleasure and pain of the interwebs. it is a nexus of 
our offline and online lives, a place of relationships, organizing, 
staying connected and unfollowing, exploring, playing, learning. 


for many women and queer, trans and non-binary people, the risk of 
online harassment and doxxing leads them to adopt strategies in 
navigating these different communities and spaces to stay safe. 


depending on your context, you could be concerned about family 
members, jilted partners, fascists, religious groups, local police, 
deep state surveillance, or a heady mix of all the above. 


when we hear about "cybersecurity" it is often framed in the context 
of the security of nation-states or companies. but rather we should 
be discussing human security, and the safety of ourselves and our 
communities online and offline. 


in this zine we will look at ways to frame our approaches to our 
digital activities and lives, and introduce an operating system that 
can help us out in this process. 


many of us use names different from the ones we got at birth for 
different reasons and circumstances - nicknames, handles, 
pseudonyms... 


sometimes we use one "just because". sometimes we have crucial 
motivations. sometimes both possibilities can be true, because we 
have more than one virtual identity, with one for play and the other 
for sensitive activities. 


in some cases it's just a social choice, a "name for friends", either 
off- or online. in other cases, separating our working and/or family 
lives from other spheres of our existence, be they sexual, political, 
romantic or whatnot, may be a question of life and death. 


whatever the reasons, certain people might be interested in 
connecting the dots that link your several identities for the sake of 
profit, control, political repression, or even just for the lulz. 


to protect our different identities online, we cannot just rely 
on using a different nick. 


Qubes OS is an operating system focused on security and privacy 
that allows you to easily manage different identities online and 
offline. because of this, we see Qubes as a queer OS. 


(it also has a lot of nice features that help protect you against 
various attacks and compromises, in order for you to better protect 
those identities and keep them as separate as you would like. but 
we won't focus on that here.) 


each of us belongs to several social domains - our work or advocacy 
networks, our family, friends, and our wonderful, complex queer 
world. 


in some of these networks we may be more concerned about safety 
than others, for example we may care about security more when it's 
about activism. but if we only use one account and one machine, 
this approach isn't really useful. if we use a single identity in all our 
social domains, it becomes easier to gather information about us 
and target us, our work, and our communities. 


to separate our social domains, it's helpful to first map them out 
and evaluate which ones should be isolated from other domains. 


we can do this by thinking about our different activities and 
networks, and reflecting on how sensitive each of these is. this will 
enable us to better separate the domains that are sensitive from 
those that are not. 


1. write down your different activities 
- feel free to draw pictures, write in secret code... this is for you! 
2. group your activities into domains based on: 


- shared identity between those activities 
- things ("assets") you want to protect 
- high-risk activities 
a - "work" identity 
“ / things i want to protect 


work email, social 
media accounts, 
documents 


high-risk activity :) 


my passwords, e ee 
my private files & : 7 ° 


documents 


exploring the 
underbelly of 
the internet 


things i want to protect 


online shopping, 


communicating x H banking 
with family 


direct actions in 
my local community 


my angry blog 
+ social media 


podcast 


Pa things i want ie - 
"activism" identity ~~. to protect 
(would prefer work, 
state, and family not . . 
to be aware...) a eee 


this mapping can be done as a workshop, at 
home, or with friends! all you need is pens, 
post-it notes, and some large paper. 


if you feel comfortable, share with others 
your reasoning for defining different domains. 
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you can apply these mappings to your existing set-up using new 
practices. you can also explore other ways of more robustly 
managing different identities, protecting important assets, and 
keeping you safe in high-risk activities. 

that sounds expensive 
practices could include: & time-consuming :( 
- using different computers (in different locations) 
- using different accounts for each identity 
- using different browsers or browser profiles 
- using the Tor Browser (Win, Mac, Linux), Orfox+Orbot (Android), 
Onion Browser (iOS) 
- using Whonix (Win, Mac, Linux) 
- using Tails OS 
- using Qubes OS 


we know this can be a lot of unfamiliar terms, you can read more 
about the projects on their webpages: 


Tor Browser: _ https://torproject.org 
Whonix: https://www.whonix.org 
Tails: https://tails.‘boum.org 
Qubes OS: https://qubes-os.org 


because Qubes OS focuses on security by compartmentalization 
and safe integration within one desktop environment, it is easiest to 
apply this mapping within Qubes OS. 
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want to learn more and explore other neat resources?? 


GenderSec guide on secure digital identity management 
https://gendersec.tacticaltech.org/wiki/index.php/Step_1 


A DIY Guide to Feminist Cybersecurity 
https://hackblossom.org/cybersecurity 


So You Want to Fight the State? 
http://cutealism.com/fight 


Surveillance Self-Defense 
https://ssd.eff.org 


Security in a Box 
https://securityinabox.org 


A list of resources for digital security 
https://medium.com/@mshelton/current-digital-security- 
resources-5c88ba40ce5c 


Sarah Jamie Lewis, Queer Privacy 
https://leanpub.com/queerprivacy 


we made this zine with free 
and open source software: 
- make8bitart 
- Scribus 
- GIMP 
- Dia 
- Qubes OS 
- open fonts: 
* Aurulent Sans 
* Museo 
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thanks to: 


the internet freedom festival for hosting 
our workshops that inspired this zine 


the qubes users berlin community for 
helping us refine it over time 


the queer communities around the world 
full of inspiring and amazing people 


write me anything to do with queer care self-defense, 
including swimming in a pink-tinged lake at sunset 
~ zabo@grrlz.net 


make some spam and send it my way 
~ mfc@riseup.net 


send me your favorite poem and i'll send you a special 
picture from the internet and a song that goes with it 
~ msayre@riseup.net 
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